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Process Flow 
Authorization Token – 

Using the API document ‘AuthorizationTokenAPIv1.0.docx’, generate an authorization/access token using your credentials provided by eMitra integration team. 
Ensure that all API requests include the access token in the Authorization header. The header format should be:


Authorization: Bearer<space><access_token>
Replace <access_token> with the actual token value obtained above.


Example:      Authorization: Bearer eyJhdWQiOlsiRW1pdHJhIl0sInVzZXJfbmFtZSI6IlNBTVBBUks
Document for access token generation (double click below document icon to open it) - 


[image: image1.emf]AuthorizationTokenA PIv1.0 1.docx



IMPORTANT -– 

Authorization token should be added to header of all APIs listed below in this document. This is mandatory.

Encryption Details – 

We shall use AES encryption with 128 bit Key. Sample encrypted examples are included in this document for all services.

Encryption Key - E-m!tr@2016
API/Service Details – 

1. Fetch Bill Details - 

Request Method = POST

Request Parameter Name = encData(In encrypted)
UAT

https://emitrauat.rajasthan.gov.in/em2/webServicesRepository3/getFetchDetailsEncryptedBySso?encData=
Header (Authorization: Bearer<space><access_token>

Request String (Without Encryption)
{"SRVID":"4390","searchKey":"210413020416","SSOID":"CITIZENOFRAJASTHAN"}
Request String (With Encryption)
Q0y+UGld2dZc1x7NaJtYBqOaINqHzhHctgJHEdyFOYOqdrAXjR3SyRwmTQmcVVGsAp6ogZscc1O44GFT/OlTs1FuXtz7LkVSSE4jEilvwYU=
Below are parameter details which will be passed in POST while redirecting to third party portal,

	Parameter Name
	Description
	Sample Value
	Type

	SSOID
	SSO  Id
	As mentioned above
	varchar

	SRVID
	Service ID
	
	varchar

	searchKey
	Search value
	KNo/water CID

	varchar


Response String

Non Encrypted - 

{"FetchDetails":{"TransactionDetails":{"ConsumerName":"CHAGAN LAL","officeCodeValue":"2104130","officeID":"426","consumerKeysValues":"210413020416-032523066-2145","lookUpId":"3072557415447","srvId":"3072","BillAmount":"2145","ServiceName":"Jaipur Discom K Number"},"BillDetails":[{"LableName":"ALREADYPAID","LableValue":"NO"},{"LableName":"APPLICANTNAME","LableValue":"CHAGAN LAL"},{"LableName":"ADDRESS","LableValue":"58 VIKAS NAGAR C"},{"LableName":"KNO","LableValue":"210413020416"},{"LableName":"BILLNO","LableValue":"032523066"},{"LableName":"BINDERNO","LableValue":"1836"},{"LableName":"ACCOUNTNO","LableValue":"0111"},{"LableName":"BILLMONTH","LableValue":"03"},{"LableName":"BILLYEAR","LableValue":"2025"},{"LableName":"OFFICECODE","LableValue":"2104130"},{"LableName":"AMOUNT","LableValue":"2145"},{"LableName":"DUE_DATE","LableValue":"2025-03-11 20:30:18.26"},{"LableName":"OFFICE","LableValue":"BHAN_2104130"}]}}
Encrypted

Response Parameters Description:

	Parameter Name
	Description
	Sample Value
	Type

	KNO
	K No of user
	210414023236
	varchar

	NAME
	Name as per Discom Bill 
	Sanjay


	varchar

	CHEQUEDUEDATE
	Cheque due date for User
	14-Jun-2016
	varchar

	BILLYEAR
	Bill Year as per Discom


	2016
	varchar

	MSG
	As received from Discom
	‘null’
	varchar

	BILLNO
	Bill no of Discom
	21041401236724
	varchar

	ACCOUNTNO
	Account no associated with K No.
	0118
	varchar

	BILLMONTH
	Month of Bill


	6
	varchar

	CASHDUEDATE
	Bill due date if paid in Cash
	14-Jun-2016
	varchar

	OFFICECODE
	Discom office code


	2104140
	varchar

	ADDRESS
	Address of user


	paramValue":"ABC C 8/407 CHITRAKOOT JAIPUR
	varchar

	PAYMENTTYPE
	Type of payment allowed
	Full Payment
	varchar

	BINDERNO
	Binder number
	2224
	varchar

	TOTALAMOUNT
	Bill Amount
	6515
	varchar

	REQUESTSTATUSCODE
	REQUESTSTATUSCODE – Status code of request sent by third party to EMitra. List of all status codes is as below,

a) ‘200’ – Success

b) ‘300’ – System Failure

c) ‘301’ – Invalid Merchant code

d) ‘302’ – Invalid Consumer Key
	200
	varchar

	CHECKSUM
	MD5 encoded String. Only with encrypted response
	{"KNO":"210414023236","SVID":"2213","BILLNO":"21041401236724"}
	varchar

	LOOKUPID
	Numeric value 
	124567
	varchar


2. Avail Service at eMitra Web Service

Prod URL: Environment – UAT
Request URL = 

https://emitrauat.rajasthan.gov.in/em2/ets/backtobackTransactionWithEncryptionA
Header (Authorization: Bearer<space><access_token>

REQUEST

Request Method = POST

Request Parameter Name = data or encData 

{For unencrypted – data, for encrypted: encData}
Request Parameter Value 
{


"MERCHANTCODE": "mCode",


"REQUESTID": "reqId",


"REQTIMESTAMP": "reqTime",


"SERVICEID": "srvId",


"SUBSERVICEID": "subsrvId",


"REVENUEHEAD": "revnuId1 - revnuValue1 | revnuId2 - revnuValue2",


"CONSUMERKEY": "consKey",


"CONSUMERNAME": "consName",


"COMMTYPE": "commissionType",


"SSOID": "ssoID",


"OFFICECODE": "officeCode",


"SSOTOKEN": "ssotoken",


"CHECKSUM": "checksum"

“LOOKUPID”:” 124567”
}
Sample request should be as follows:
{'MERCHANTCODE':'AKSHIWT06','REQUESTID':'587','REQTIMESTAMP':'20171219124817600','SERVICEID':'2354','SUBSERVICEID':'0','REVENUEHEAD':'260-270.00|261-5.00','CONSUMERKEY':'140630313868','CONSUMERNAME':'SHLOKESH KHANDELWAL','COMMTYPE':'3','SSOID':'1STOPAKSH','OFFICECODE':'14063','SSOTOKEN':'0','CHECKSUM':'f638df6715227ba212bfd55928d1a7b3',"LOOKUPID":"124567"}
Note ( LOOKUPID tag is mandatory in case if transaction is initiated after fetching billing details from emitra
	Parameter Details

	#
	Parameter Name
	Description
	Sample Value
	Type

	1
	MERCHANTCODE
	This will be provide by eMitra at the time of integration with any third party.
	DEPT0616


	varchar

	2
	REQUESTID
	Unique Transaction Number of third party.
	T12345678977
	varchar

	3
	REQTIMESTAMP
	Third party”s request timestamp in yyyymmddhhmmssSSS format.
	20160430013622123
	varchar

	4
	SERVICEID
	This will be provide by EMitra at the time of integration with any third party.
	1419
	varchar

	5
	SUBSERVICEID
	Unique Id of sub-service codes availed at third party
	1111 or blank field if not specified/ applicable. Will be provided by eMitra team at the time of integration


	varchar

	6
	REVENUEHEAD
	Revenue Head id and value as key value pair. If there are more than one revenue head then separate them with pipe (|) sign. REVENUE HEAD ID will be provided by Emitra. This will be provide by EMitra at the time of integration with any third party.
	For single revenue

123-1.00

For multiple revenue

123-1.00|111-1.00
	varchar

	7
	CONSUMERKEY
	Third party can pass their parameters (key parameters) in this.
	For single consumer key

1233455

For composite consumer key

1233455-12345454

123456-ram-1670
	varchar

	8
	CONSUMERNAME
	Third party will pass consumer name in this parameter.
	XYZ
	varchar

	9
	COMMTYPE
	Type of Commission Handling at Emitra End
	1 – Commission will be verified at Emitra End

2 - Commission will not be verified at Emitra end
	varchar

	10
	SSOID
	Third party will pass SSOID of transactional user in this parameter.
	Ssotestkiosk.kiosk
	varchar

	11
	OFFICECODE
	Third party will pass OFFICECODE (billing office) in this parameter. Office Code must exist in e-Mitra for successful transaction. 
	OFFICE0001
	Varchar

	12
	SSOTOKEN
	SSO Token passed to application via SSO or e-Mitra redirection
	687541
	varchar

	13
	CHECKSUM
	Checksum calculated using MD5 algorithm on selected parameters as given in CHECKSUM Calculation section. 
	2c5970121d7e576c
	varchar

	14
	LOOKUPID
	LOOKUPID tag is mandatory in case if transaction is initiated after fetching billing details from emitra
	124567
	varchar


Example – 

1. Un-Encrypted (data=<below given value>) 

{


"MERCHANTCODE": "DEPT0616",


"REQUESTID": "1234453",


"REQTIMESTAMP": "20160430013622123",


"SERVICEID": "1419",


"SUBSERVICEID": "1111",


"REVENUEHEAD": "355-200.00|354-5.00",


"CONSUMERKEY": "123456-3342-Y-332-2-ADDED",


"CONSUMERNAME": "xyz",


"COMMTYPE": "1",


"SSOID": "SSOTESTKIOSK",


"OFFICECODE": "OFFIC0001",


"SSOTOKEN": "687541",


"CHECKSUM": "2c5970121d7e576c82baaf32d85da5db"
}

2. Encrypted (encData=<below given value>)
yNxEtgkYLkhCEtRYnwCvhToet/5ibZ+JcuSeV+yHZAhPb1LENSJWHOoZImuLRPIzKN1v39BwFSTR9WOA/FZ4evemUG3pXOi/M6XMcjX+CyAeaCMqQOhwMpaJrl/sR0RZ7arMjgbayazU74KIyrnFFiW6mrNA59ezLGu2rqd1OdiuxdsQ8w+5LYRsl8gOzqTtxn7Dq2ZarBczFSBy4x6Rlg2QYvcLKau19xpxyF+6Sf34T1ZoqNo/lMH36nqLYmNB9UH9E4YvEHkQ4v1GWhghyGohfR1jxJCmfn1o95mudxCh/MXS4asR4vicyJ4uJr3Ka5B6XNj+mCxVR4Ofl88U0Z0qIKAac8QbVXpwrGdC8NYrB9a3oOYTYmv0vQFkmEIM

CHECKSUM Calculation

Checksum will be calculated on below parameters/string– 

{


"SSOID": "SSOTESTKIOSK",


"REQUESTID": "1228",


"REQTIMESTAMP": "20160617165442681",


"SSOTOKEN": "158442"

}

Checksum is generated using MD5 algorithm and append it with request string.
Response (Back to back only)

Response String

{


"REQUESTID": "reqId",


"TRANSACTIONSTATUSCODE": "statusCode",


"RECEIPTNO": "receiptNo",


"TRANSACTIONID": "transId",


"TRANSAMT": "transactionAmt",


"REMAININGWALLET": "remainingWallet",


"EMITRATIMESTAMP": "responseTime",


"TRANSACTIONSTATUS": "status",


"MSG": "Msg",


"SSOTOKEN": "ssotoken",


"CHECKSUM": "checksum"
“LOOKUPID”:”123456”
}

Response Parameters Description:

	Parameter Details

	#
	Parameter Name
	Description
	Sample Value
	Type

	1
	REQUESTID
	Third Party Unique Number.
	T12345678977
	varchar

	2
	TRANSACTIONSTATUSCODE
	This is status code of transaction done at EMitra.
	· ‘200’ - success

· ‘300’ - system failure

· ‘301’ - Invalid merchant code

· ‘302’- Invalid service Id

· ‘303’- Invalid office code

· ‘304’- Commission mismatch

· ‘305’- invalid ssoID/sso token
	varchar

	3
	RECEIPTNO
	Receipt Number.
	For Success: 16000001832

For Failure: 0
	varchar

	4
	TRANSACTIONID
	Unique Transaction Number of EMitra.
	For Success: 160000002147

For Failure: 0
	varchar

	5
	TRANSAMT
	Amount of Transaction Done At EMitra.
	205.00
	varchar

	6
	REMAININGWALLET
	Remaining Wallet of Transactional Kiosk.
	27503.00
	varchar

	7
	EMITRATIMESTAMP
	Transaction Time at EMitra in yyyyMMddHHmmssSSS format.
	20160810161037934
	varchar

	8
	TRANSACTIONSTATUS
	Status of Transaction.
	For Success:  SUCCESS

For Failure: FAILURE
	varchar

	9
	MSG
	Specific Message For Transaction.
	For Success: Transaction Successfully Done.

For Failure: Failure Reason.
	Varchar

	10
	SSOTOKEN
	SSO Token passed to application via SSO or e-Mitra redirection
	687541
	varchar

	11
	CHECKSUM
	Checksum calculated using MD5 algorithm on selected parameters as given in CHECKSUM Calculation section. 
	2c5970121d7e576c
	varchar

	12
	LOOKUPID
	LOOKUPID tag is mandatory in case if transaction is initiated after fetching billing details from emitra
	123456
	varchar


Example

1. Non Encrypted

{


"REQUESTID": "1234453",


"TRANSACTIONSTATUSCODE": "200",


"RECEIPTNO": "16000009292",


"TRANSACTIONID": "160000010445",


"TRANSAMT": "6.00",


"REMAININGWALLET": "583693.17",


"EMITRATIMESTAMP": "20160621134457000",


"TRANSACTIONSTATUS": "SUCCESS",


"MSG": "Transaction Successfully Done",


"SSOTOKEN": "687541",


"CHECKSUM": "2c5970121d7e576c82baaf32d85da5db"

“LOOKUPID”:”123456”
}

2. Encrypted

QDx9i8jYiJxIG5sP5rrjYM4VrNRqSimh1rGDhBMVS0ExxXqGczUsgiiK8SurzJ11EBvFYXbjMWiPa/h1+FmigT1C2jprAdNRiPm6ctQCQeZgvN711wohjiAiq0U4wG7b9FekTf/8+iHIV+DG+2YSQS2wyeoQKhCvobtUkPCmHhB7HEFee7B/BIgTtpuCtBlCCHj45BdY74NZriV1be7ai2aucFP6rDuwL1qgpAz3MbFT7S68DUgpOhf4XmRB7XDMG8ENH2EHhRf229C7pO3lZA==

CHECKSUM Calculation

Checksum will be calculated on below parameters/string– 

{


"SSOID": "SSOTESTKIOSK",


"TRANSACTIONID": "16000015698745",


"EMITRATIMESTAMP": "20160617165442681",


"SSOTOKEN": "158442"

}

Checksum is generated using MD5 algorithm and append it with request string.
3.  Verify Transaction Status Web service: 

Environment – UAT

Request URL = 

 https://emitrauat.rajasthan.gov.in/em2/webServicesRepository3/getTokenDetails 
Header (Authorization: Bearer<space><access_token>
REQUEST

Request Method = POST

Request Parameter Name = data or encData

{For unencrypted – data, for encrypted: encData}
Request Parameter Value = Request String (As Below)

Request String = 

{


"MERCHANTCODE": "<mCode>",


"TRANSACTIONID": "<trnId>",


"SSOTOKEN ": "<sso_Token>",

"CHECKSUM": "<checksum>"

}

	Parameter Details

	#
	Parameter Name
	Description
	Sample Value
	Type

	1
	MERCHANTCODE
	This will be provide by EMitra at the time of integration with any third party.
	BHAM0616


	varchar

	2
	TRANSACTIONID
	‘Unique Transaction Id’ at eMitra for which details are required.
	160000002024
	Varchar

	3
	SSOTOKEN
	SSO Token passed to application via SSO or e-Mitra redirection
	687541
	varchar

	4
	CHECKSUM
	Checksum calculated using MD5 algorithm on selected parameters as given in CHECKSUM Calculation section. 
	2c5970121d7e576c
	varchar


Examples -
  {

  
"MERCHANTCODE": "BHAM0616",

  
"TRANSACTIONID": "160000002024",


"SSOTOKEN ": "424254",


"CHECKSUM": "2c5970121d7e576c82baaf32d85da5db"

  }
CHECKSUM Calculation

Checksum will be calculated on below parameters/string– 

{


"MERCHANTCODE": "BHAM0616",

  
"TRANSACTIONID": "160000002024",


"SSOTOKEN ": "424254"
}

Checksum is generated using MD5 algorithm and append it with request string.
Response 

Response String (Non Encrypted) =

{


"TRANSACTIONDATE": "<transactiondate>",


"RECEIPTNO": "<receiptno>",


"TRANSACTIONID": "<transactionno>",


"AMT": "<amount>",


"EMITRATIMESTAMP": "<timestamp>",


"TRANSACTIONSTATUS": "<status>",


"VERIFYSTATUSCODE": "<statuscode>",


"MSG": "<message>",


"LOOKUPDATA": "< conkey1 - convalue1 | conkey2 - convalue2 | conkey3 - convalue3… >",


"SSOTOKEN ": "<sso_Token>",

"CHECKSUM": "<checksum>"

}

Response Parameters Description:

	Parameter Details

	#
	Parameter Name
	Description
	Sample Value
	Type

	1
	TRANSACTIONDATE
	Date on which transaction was done at eMitra
	15-03-2016
	varchar

	2
	RECEIPTNO
	Receipt Number.
	For Success: 16000001832

For Failure: 0
	varchar

	3
	TRANSACTIONID
	Unique Transaction Number of EMitra.
	For Success: 160000002147

For Failure: 0
	varchar

	4
	AMT
	Amount of Transaction Done At EMitra.
	1.00
	varchar

	5
	EMITRATIMESTAMP
	Transaction Time at EMitra in yyyyMMddHHmmssSSS format.
	20160810161037934
	varchar

	6
	TRANSACTIONSTATUS
	Status of Transaction. Values can be

1. SUCCESS

2. FAILURE

3. VERIFY
	For Success:  SUCCESS

For Failure: FAILURE
	varchar

	7
	VERIFYSTATUSCODE
	This is status code of request for transaction detail sent to EMitra. List of all status codes is as below,

1. ‘200’ – Success

2. ‘300’ – System Failure

3. ‘301’ – Invalid Merchant code

4. ‘302’ – Invalid transaction id
	For Success : 200

For Failure : 300
	varchar

	8
	MSG
	Specific Message For Transaction.
	For Success: Transaction Successfully Done.

For Failure: Failure Reason.
	Varchar

	9
	LOOKUPDATA
	Consumer data for transaction in pipe separated name-value pairs.
	AMOUNT BEFORE DUE DATE-1539.00|DUEDATE-N/A|MOBILE NUMBER-9829232401|AMOUNT AFTER DUE DATE-1539.00|BILL DATE-N/A|CONSUMER NAME-GIRDHAR GOYAL. .|BILL CYCLE-N/A|BILL NUMBER-N/A|ACCOUNT NUMBER-121-100084200
	Varchar

	10
	SSOTOKEN
	SSO Token passed to application via SSO or e-Mitra redirection
	687541
	varchar

	11
	CHECKSUM
	Checksum calculated using MD5 algorithm on selected parameters as given in CHECKSUM Calculation section. 
	2c5970121d7e576c
	varchar

	12
	LOOKUPID
	LOOKUPID tag is mandatory in case if transaction is initiated after fetching billing details from emitra
	123456
	varchar


Examples -
1. Non Encrypted -

{


"TRANSACTIONDATE": "15-03-2016",


"RECEIPTNO": "16000001662",


"TRANSACTIONID": "160000002024",


"AMT": "1485.00",


"EMITRATIMESTAMP": "20160617165442681",


"TRANSACTIONSTATUS": "SUCCESS",


"VERIFYSTATUSCODE": "200",


"MSG": "Request successfully processed",


"LOOKUPDATA": "AMOUNT BEFORE DUE DATE-1539.00|DUEDATE-N/A|MOBILE NUMBER-  9829232401|AMOUNT AFTER DUE DATE-1539.00|BILL DATE-N/A|CONSUMER NAME-GIRDHAR GOYAL|BILL CYCLE-N/A|BILL NUMBER-N/A|ACCOUNT NUMBER-121-100084200",


"SSOTOKEN ": "424254",


"CHECKSUM": "2c5970121d7e576c82baaf32d85da5db"

“LOOKUPID”:”123456”
}

2. Encrypted – 



CHECKSUM Calculation

Checksum will be calculated on below parameters/string– 

{


"RECEIPTNO": "16000001662",


"TRANSACTIONID": "160000002024",


"EMITRATIMESTAMP": "20160617165442681",


"SSOTOKEN ": "424254"
}

Checksum is generated using MD5 algorithm and append it with request string.
3. Get Wallet Balance Detail Web service

URL =  https://emitrauat.rajasthan.gov.in/em2/webServicesRepository3/getWalletDetails
Header (Authorization: Bearer<space><access_token>
 
Request Parameter = data
Request Parameter Sample Value = {'KIOSKCODE':'K11000142','SSOID':'SSOTESTKIOSK','MERCHANTCODE':'M123456','LSPNAME':'SSOTESTLSP'}
Request Method= Post
 
Sample Success Response = {"SSOID":"SSOTESTKIOSK","MSG":"SUCCESSFULLY FETCHED WALLET.","KIOSKCODE":"K11000142","MERCHANTCODE":"M123456","TRANSACTIONSTATUS":"SUCCESS","TRANSACTIONSTATUSCODE":"200","EMITRATIMESTAMP ":"20160811154528000","REMAININGWALLET":"51.0"}
 
Sample Failure Response = {"SSOID":"SSOTESTKIOSK","MSG":"ERROR MESSAGE","KIOSKCODE":"K11000142","MERCHANTCODE":"M123456","TRANSACTIONSTATUS":"FAILURE","TRANSACTIONSTATUSCODE":"ERRORCODE","EMITRATIMESTAMP ":"20160811154528000","REMAININGWALLET":"NA"}
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Authorization Token Generation API



API Details

This API generates an access token, which is used for authentication and authorization when accessing protected API endpoints exposed by eMitra application. The access token ensures secure communication between vendor and the emitra by verifying the identity and permissions of the requester. 

This access token generation should happen before invoking any secured eMitra API and token generated should be passed in header while invoking desired API. 

		Environment            

		API endpoint



		UAT

		https://emitrauat.rajasthan.gov.in/em2/oauth/merchant/token








Request Type – POST

Content Type – JSON

Request Details - Payload should be in request parameter

		 S No.                 

		Parameter

		Type

		Remarks



		1.

		cleintId

		String

		This is provides by emitra team over email



		2.

		clientSecret

		String

		This is provides by emitra team over email







Sample Request :
{

    "cleintId": "TEST",

    "clientSecret" : "fjdsklfjdslkfjdslkfj"

}

Response  – 

{

    "statusCode": 200,

    "statusMessage": "Success",

    "data": {

        "access_token": "eyJhbGciOiJSUzI1NiIsInR5cCI6IkpXVCJ9",

        "token_type": "bearer",

        "refresh_token": "eyJhbGciOiJSUzI1NiIsInR5cCI6IkpXV",

        "expires_in": 1803

    }

}




		    S No.

		                Parameter

		            Parameter Value



		1

		statusCode

		200-Success others errors



		2

		statusMessage

		Message success/error



		3

		access_token

		Token which is use for API access in header with 


( Authorization : Bearer < access_token > )



		4

		token_type

		Bearer



		5

		refresh_token

		Refresh token which is use for regenerate access token using this



		6

		expires_in

		Time in Seconds









Authorization Token Generate API using Refresh Token



API Details

This API regenerates an access token using a refresh token when the current access token has expired. This allows users to maintain their session without needing to log in again, ensuring a seamless authentication experience.



		Environment            

		API endpoint



		UAT

		https://emitrauat.rajasthan.gov.in/em2/oauth/merchant/genaccess








Request Type – POST

Content Type – JSON

Request Details - Payload should be in request parameter

		 S No.                 

		Parameter

		Type

		Remarks



		1.

		refresh_token



		String

		Which is generate by API







Sample Request :
{

    " refresh_token": "ferewrererer",

}

Response  – 

{

    "statusCode": 200,

    "statusMessage": "Success",

    "data": {

        "access_token": "eyJhbGciOiJSUzI1NiIsInR5cCI6IkpXVCJ9",

        "token_type": "bearer",

        "refresh_token": "eyJhbGciOiJSUzI1NiIsInR5cCI6IkpXV",

        "expires_in": 1803

    }

}


		    S No.

		                Parameter

		            Parameter Value



		1

		statusCode

		200-Success others errors



		2

		statusMessage

		Message success/error



		3

		access_token

		Token which is use for API access in header with 


( Authorization : Bearer < access_token > )



		4

		token_type

		Bearer



		5

		refresh_token

		Refresh token which is use for regenerate access token using this



		6

		expires_in

		Time in Seconds
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