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Authorization Token Generation API

API Details
This API generates an access token, which is used for authentication and authorization when accessing protected API endpoints. The access token ensures secure communication between vendor and the emitra by verifying the identity and permissions of the requester.
	Environment            
	API endpoint

	UAT
	https://emitrauat.rajasthan.gov.in/em2/oauth/merchant/token

	Prod
	https://emitraapp.rajasthan.gov.in/emgt/oauth/merchant/token




Request Type – POST
Content Type – JSON

Request Details - Payload should be in request parameter
	 S No.                 
	Parameter
	Type
	Remarks

	1.
	cleintId
	String
	This is provides by emitra team over email

	2.
	clientSecret
	String
	This is provides by emitra team over email



Sample Request :
{
    "cleintId ": "TEST",
    "clientSecret " : "fjdsklfjdslkfjdslkfj"
}
Response  – 

{
    "statusCode": 200,
    "statusMessage": "Success",
    "data": {
        "access_token": "eyJhbGciOiJSUzI1NiIsInR5cCI6IkpXVCJ9",
        "token_type": "bearer",
        "refresh_token": "eyJhbGciOiJSUzI1NiIsInR5cCI6IkpXV",
        "expires_in": 1803
    }
}


	    S No.
	                Parameter
	            Parameter Value

	1
	statusCode
	200-Success others errors

	2
	statusMessage
	Message success/error

	3
	access_token
	Token which is use for API access in header with 

( Authorization : Bearer < access_token > )

	4
	token_type
	Bearer

	5
	refresh_token
	Refresh token which is use for regenerate access token using this

	6
	expires_in
	Time in Seconds




Authorization Token Generate API using Refresh Token

API Details
This API regenerates an access token using a refresh token when the current access token has expired. This allows users to maintain their session without needing to log in again, ensuring a seamless authentication experience.

	Environment            
	API endpoint

	UAT
	[bookmark: _GoBack]https://emitrauat.rajasthan.gov.in/em2/oauth/merchant/genaccess

	Prod
	https://emitraapp.rajasthan.gov.in/emgt/oauth/merchant/genaccess




Request Type – POST
Content Type – JSON

Request Details - Payload should be in request parameter
	 S No.                 
	Parameter
	Type
	Remarks

	1.
	refresh_token

	String
	Which is generate by API



Sample Request :
{
    " refresh_token": "ferewrererer",
}
Response  – 

{
    "statusCode": 200,
    "statusMessage": "Success",
    "data": {
        "access_token": "eyJhbGciOiJSUzI1NiIsInR5cCI6IkpXVCJ9",
        "token_type": "bearer",
        "refresh_token": "eyJhbGciOiJSUzI1NiIsInR5cCI6IkpXV",
        "expires_in": 1803
    }
}

	    S No.
	                Parameter
	            Parameter Value

	1
	statusCode
	200-Success others errors

	2
	statusMessage
	Message success/error

	3
	access_token
	Token which is use for API access in header with 

( Authorization : Bearer < access_token > )

	4
	token_type
	Bearer

	5
	refresh_token
	Refresh token which is use for regenerate access token using this

	6
	expires_in
	Time in Seconds
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